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1|Introduction    

The Internet of Things (IoT) has revolutionized how we interact with technology, connecting devices and 

systems to enhance efficiency and convenience [1]. One of the most promising applications of IoT is in the 

automotive industry, where IoT-enabled vehicles are transforming how we drive, communicate, and interact 
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to optimize routes, monitor vehicle performance, and enhance ride comfortability. With the advent of IoT technology, smart 
vehicles have the potential to address these issues by providing accurate and up-to-date information to drivers and passengers. 
The limitations highlight the conventional innovative solutions that can improve the overall driving experience and make 
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leveraging real-time data and connectivity features, these vehicles can provide drivers with accurate traffic updates, optimize routes 
based on current conditions, and even predict maintenance needs to prevent breakdowns. Regarding ride comfortability, IoT 
technology enables personalized settings for temperature, music, and seating preferences, as well as automated driving features 
that reduce driver fatigue and improve safety. The outcomes of this study highlight the transformative power of IoT-enabled 
smart vehicles in enhancing the driving experience and shaping the future of transportation. However, data privacy and security 
concerns must be addressed to fully realize IoT technology's benefits in smart vehicles.  
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with our surroundings. IoT-enabled vehicles, also known as connected cars, are equipped with internet 

connectivity, actuators, and a range of sensors and devices that enable them to communicate with each other, 

with infrastructure, cloud, and other devices [2]. For example, smart vehicles can automatically adjust their 

speed and direction based on traffic conditions, weather, and road hazards. They can also communicate with 

each other to coordinate movements and avoid collisions. These vehicles can collect and transmit data in real-

time, allowing for improved road safety, efficiency, and convenience. By leveraging IoT technology, 

connected cars can communicate with each other to avoid accidents, optimize traffic flow, and provide 

valuable information to drivers and passengers [3]. 

 IoT-enabled smart vehicles have become increasingly popular due to their ability to enhance ride comfort 

and driver satisfaction. IoT-enabled vehicles are equipped with a wide range of sensors and devices that enable 

them to collect and transmit data on various aspects of their operation and connectivity features that allow 

them to communicate with other vehicles, infrastructure, and the cloud. These sensors can monitor the 

vehicle's performance, location, speed, and surrounding environment, providing valuable insights to drivers, 

manufacturers, and service providers [4]. Connected cars can also communicate with each other through 

Vehicle-to-Vehicle (V2V) communication, enabling them to share information on road conditions, traffic 

patterns, and potential hazards in real-time. These vehicles can collect and analyze data in real time, enabling 

them to make informed decisions to improve the driving experience. For example, IoT-enabled smart vehicles 

can adjust the suspension system based on road conditions, monitor driver behavior to provide personalized 

recommendations, and even communicate with traffic lights to optimize traffic flow [5]. One of the key 

benefits of IoT-enabled smart vehicles is their ability to enhance ride comfort. By continuously monitoring 

road conditions, traffic patterns, and driver behavior, these vehicles can adjust various parameters such as 

suspension stiffness, seat position, and cabin temperature to provide a smooth and comfortable ride.  

IoT-enabled smart vehicles can also detect and mitigate potential safety hazards, such as sudden braking or 

lane departure, to ensure a safe and comfortable driving experience. Furthermore, IoT-enabled smart vehicles 

can also improve driver satisfaction by providing personalized recommendations and assistance [6]. For 

example, these vehicles can suggest alternate routes to avoid traffic congestion, recommend nearby 

restaurants or gas stations, and adjust the music playlist based on the driver's mood. By leveraging data 

analytics and Artificial Intelligence (AI), IoT-enabled smart vehicles can create a personalized and enjoyable 

driving experience for the driver. The integration of IoT technology in vehicles has the potential to 

revolutionize the automotive industry, offering a wide range of benefits to drivers, manufacturers, and society 

as a whole. Connected cars can improve road safety by alerting drivers to potential hazards and assisting them 

in avoiding accidents. They can also optimize traffic flow by coordinating with other vehicles and 

infrastructure to reduce congestion and improve efficiency [7]. 

IoT-enabled vehicles can provide valuable data to manufacturers on vehicle performance, maintenance needs, 

and customer preferences, enabling them to develop more advanced and personalized products and services. 

One of the key advantages of IoT-enabled smart vehicles is their ability to provide drivers with real-time 

navigation assistance. By leveraging sensors, GPS technology, and connectivity to the Internet, these vehicles 

can offer accurate and up-to-date information on traffic conditions, road closures, and alternative routes. This 

helps drivers reach their destinations more efficiently and reduces the likelihood of accidents and traffic 

congestion. Furthermore, IoT technology can enhance ride comfortability by enabling vehicles to adjust 

various settings based on the preferences of the driver and passengers. For example, smart vehicles can adjust 

the temperature, lighting, and seating position automatically to create a more personalized and comfortable 

driving experience. 

Additionally, IoT-enabled vehicles can monitor the health and well-being of passengers, providing alerts and 

assistance in emergencies [8]. Despite the numerous benefits of IoT-enabled smart vehicles, several challenges 

must be addressed. One of the main concerns is the potential security risks associated with connecting 

vehicles to the Internet. Hackers could potentially gain access to sensitive information or even take control 

of the vehicle, posing a serious threat to the safety of drivers and passengers [9]. Therefore, robust 
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  cybersecurity measures must be implemented to protect IoT-enabled vehicles from malicious attacks. IoT-

enabled smart vehicles have the potential to revolutionize the automotive industry by enhancing ride comfort 

and driver satisfaction. By leveraging sensors, connectivity, and data analytics, these vehicles can provide a 

smooth and comfortable driving experience while offering personalized recommendations and assistance to 

the driver. As technology advances, IoT-enabled smart vehicles will play an increasingly important role in 

shaping the future of transportation [10]. This study aims to provide a comprehensive survey of IoT-enabled 

vehicles, highlighting their potential impact on road navigation and tide comfortability in the automotive 

industry 

2|History of IoT-Enabled Smart Vehicles 

Contemporary vehicles have come a long way since the invention of the first automobile in the late 19th 

century. Initially, vehicles were machines with basic mechanical components such as engines, transmissions, 

and brakes [11]. Over time, technological advancements introduced features such as power steering, air 

conditioning, and cruise control, making driving more comfortable and convenient for users. The integration 

of electronic components into vehicles in the 1980s marked a significant milestone in the evolution of 

contemporary vehicle applications [12]. This led to the development of features such as electronic fuel 

injection, anti-lock braking systems, and airbags, improving safety and performance. However, these 

advancements were limited in their ability to communicate with other vehicles or external systems. One of 

the earliest examples of IoT technology in vehicles can be traced back to the 1990s, with the introduction of 

OnStar by General Motors [13]. OnStar was a subscription-based service that provided drivers with features 

such as automatic crash response, roadside assistance, and vehicle diagnostics. This marked the beginning of 

IoT integration in vehicles, paving the way for future innovations in smart vehicle applications. The historical 

evolution of IoT-enabled smart vehicles can be traced back to the early 2000s when automakers began 

experimenting with connected car technologies. Introducing features such as GPS navigation, telematics, and 

remote vehicle monitoring laid the foundation for developing IoT-enabled smart vehicles [14]. 

Also, sensor technology and connectivity advancements in the early 2000s led to the development of more 

sophisticated IoT-enabled vehicle features. Companies like Ford and BMW began incorporating remote 

vehicle monitoring, GPS navigation, and voice-activated controls in their vehicles. These advancements not 

only improved the driving experience for consumers but also laid the foundation for developing autonomous 

vehicles. The emergence of autonomous vehicles in the 2010s further propelled the evolution of IoT-enabled 

smart vehicles. Companies like Tesla, Google, and Uber began testing and deploying self-driving vehicles with 

advanced sensors, cameras, and connectivity [15].  

These vehicles could collect and analyze vast amounts of data in real-time, enabling them to navigate roads, 

detect obstacles, and make decisions autonomously. The emergence of IoT technology in the early 21st 

century revolutionized the automotive industry, leading to the development of smart vehicles connected to 

the Internet and communicating with other vehicles, infrastructure, and devices. IoT-enabled smart vehicles 

are equipped with sensors, actuators, and communication modules that enable them to collect and exchange 

data in real time, providing drivers with valuable information about their surroundings and enabling 

autonomous driving capabilities [16].  

Today, IoT-enabled smart vehicles have become more prevalent in the automotive industry, with features 

such as adaptive cruise control, lane-keeping assist, and automatic parking becoming standard in many new 

vehicles. Integrating IoT technology has not only improved the safety and efficiency of vehicles but has also 

opened up new possibilities for connected services and applications. In recent years, advancements in IoT 

technology have enabled the integration of AI, machine learning, and cloud computing into smart vehicles, 

enabling them to analyze and process large amounts of data in real time [17]. This has led to the development 

of autonomous driving systems, smart parking solutions, and V2V communication protocols, making driving 

safer and more efficient. 
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3|Advancements in IoT-Enabled Smart Vehicles  

The automotive industry has recently witnessed significant advancements in integrating IoT technology into 

smart vehicles. IoT-enabled smart vehicles are revolutionizing how we perceive and interact with 

contemporary vehicle applications. The key milestones in the development of IoT-enabled smart vehicles are 

as follows: 

I. The integration of sensors and connectivity features: these sensors collect data on various aspects of the 

vehicle's performance, such as engine temperature, tire pressure, and fuel consumption. This data is 

transmitted to a central server through a wireless connection, allowing for real-time monitoring and analysis. 

This level of connectivity enables predictive maintenance, reducing the risk of breakdowns and improving 

overall vehicle reliability [18]. 

II. The introduction of connected car technology: this technology allowed vehicles to communicate with each 

other and with infrastructure, such as traffic lights and road signs, to improve safety and efficiency on the 

road. Another milestone was the integration of IoT sensors and devices into vehicles, enabling them to 

monitor and adjust various systems, such as engine performance and tire pressure, in real-time [19]. 

III. The integration of AI and machine learning algorithms: these algorithms analyze the data collected by sensors 

to identify patterns and trends, allowing for more accurate predictions and recommendations. For example, 

AI-powered systems can detect signs of engine failure before they occur, enabling proactive maintenance 

and reducing repair costs [20]. 

IV. Furthermore, IoT-enabled smart vehicles are equipped with Advanced Driver Assistance Systems (ADAS) 

that enhance safety and convenience. These systems use sensors and cameras to monitor the vehicle's 

surroundings and provide real-time feedback to the driver. For example, lane departure warning systems alert 

the driver if they drift out of their lane, while adaptive cruise control adjusts the vehicle's speed to maintain 

a safe distance from other vehicles [21]. 

V. In recent years, major automotive manufacturers have invested heavily in IoT technology to develop 

autonomous vehicles that can operate without human intervention. These vehicles rely on sensors, cameras, 

and other IoT devices to navigate roads, detect obstacles, and communicate with other vehicles. The 

development of autonomous vehicles represents a significant advancement in-vehicle applications and can 

potentially revolutionize how we travel [22]. 

VI. IoT-enabled smart vehicles represent a significant advancement in contemporary vehicle applications. 

Integrating sensors, connectivity features, AI, and ADAS systems has transformed how we interact with 

vehicles, making them safer, more reliable, and more efficient. As technology continues to evolve, we can 

expect further innovations in the field of smart vehicles, ultimately leading to a more connected and 

intelligent transportation system. 

4|Commonly Used Software in IoT-Enabled Smart Vehicles 

IoT-enabled smart vehicles rely on a wide range of software applications to enable seamless communication 

between various components and systems. The list of commonly used software in IoT-enabled smart vehicles 

is presented in Table 1. 
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  Table 1. Commonly used software in IoT-enabled smart vehicles. 

 

IoT-enabled smart vehicles rely on diverse software applications to deliver a seamless and connected driving 

experience. From operating systems and connectivity software to telematics and ADAS systems, each 

component plays a crucial role in enhancing modern vehicles' safety, convenience, and entertainment features. 

5|Hardware Components in IoT-Enabled Smart Vehicles 

Smart vehicles are equipped with a wide range of hardware components. These hardware components are 

crucial in enabling various functionalities and features in IoT-enabled smart vehicles. The common hardware 

used in IoT-enabled smart vehicles is enlisted as follows: 

I. Sensors: sensors are one of the key hardware components in IoT-enabled smart vehicles. These sensors 

include various types, such as proximity sensors, temperature sensors, pressure sensors, and motion 

sensors. These sensors are used to collect data from the vehicle's surroundings and provide input to the 

vehicle's control systems [33]. 

II. GPS Module: GPS modules are essential hardware components in IoT-enabled smart vehicles as they 

enable the vehicle to determine its location accurately. This information is crucial for navigation systems, 

tracking, and other location-based services [34]. 

III. Cameras: cameras are another important hardware component in IoT-enabled smart vehicles. These 

cameras are used for various purposes, such as capturing images and videos for security and surveillance, 

assisting in parking and maneuvering, and enabling ADAS [35]. 

S/N. Features Software 

1 Operating 
systems 

Android auto: a mobile app developed by Google that allows users to mirror their android 
device's screen onto a car's infotainment display [23]. 
Apple CarPlay: similar to android auto, apple CarPlay enables iPhone users to access their 
phone's features through a car's infotainment system [24]. 
QNX: a real-time operating system commonly used in automotive infotainment systems 
for its reliability and security features [25]. 

2 Connectivity 
software 

Bluetooth: enables wireless communication between a vehicle and external devices such 
as smartphones, tablets, and wearables [26]. 
Wi-Fi: provides high-speed internet connectivity for streaming music, accessing navigation 
services, and downloading software updates [27]. 
Cellular networks: allow vehicles to connect to the internet for real-time traffic updates, 
remote diagnostics, and over-the-air software updates. 

3 Telematics 
software 

OnStar: General Motors' telematics system that provides emergency assistance, vehicle 
diagnostics, and remote vehicle control features [28]. 
BMW connected drive: BMW's telematics platform offering services such as concierge 
assistance, remote door lock/unlock, and stolen vehicle tracking. 
Ford pass: ford's mobile app allows users to start their vehicle remotely, locate it in a 
parking lot, and schedule maintenance appointments [29]. 

4  ADAS 
software 

Adaptive cruise control: automatically adjusts a vehicle's speed to maintain a safe following 
distance from the vehicle ahead [30]. 
Lane departure warning: alerts drivers when they unintentionally drift out of their lane 
without using a turn signal. 
Automatic emergency braking: applies the brakes automatically to prevent or mitigate a 
collision with another vehicle or pedestrian [31]. 

5 Infotainment 
software 

Spotify: a popular music streaming service that allows users to listen to their favorite songs 
and playlists while driving. 
Google Maps: provides real-time navigation, traffic updates, and points of interest 
information to help drivers reach their destinations efficiently [32]. 
Amazon alexa: enables voice-controlled access to music, news, weather, and smart home 
devices from within the vehicle. 
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IV. Communication modules: communication modules such as Wi-Fi, Bluetooth, and cellular are essential 

hardware components in IoT-enabled smart vehicles. These modules enable the vehicle to communicate 

with other vehicles, as well as infrastructure and cloud-based services for data exchange and connectivity. 

V. Control units: control units are hardware components that manage and control various systems in the 

vehicle, such as the engine, transmission, brakes, and steering. These control units are equipped with 

sensors and actuators to monitor and regulate the vehicle's performance. 

VI. Display units: display units such as touchscreens, LCD screens, and heads-up displays are hardware 

components that provide visual feedback and information to the driver and passengers. These displays are 

used for navigation, entertainment, and vehicle status monitoring [36]. 

VII. Actuators: actuators are hardware components that convert electrical signals into mechanical motion. These 

actuators are used in various systems in IoT-enabled smart vehicles, such as the engine, brakes, and steering, 

to control and regulate their operations [37]. 

VIII. IoT-enabled smart vehicles are equipped with a wide range of hardware components that enable them to 

provide advanced functionalities and features. The hardware components listed above play a crucial role in 

the operation and performance of IoT-enabled smart vehicles.  

6|Key Features in IoT-Enabled Vehicles 

The technology behind IoT-enabled vehicles has opened up a world of possibilities for improving vehicle 

safety, efficiency, and convenience. The key features of IoT-enabled vehicles are as follows: 

I. One of the key features of IoT-enabled vehicles is real-time monitoring and diagnostics. Through sensors 

and connectivity, vehicles can constantly monitor their performance and health, alerting drivers to any issues 

that may arise. This can help prevent breakdowns and accidents and save time and money on maintenance 

[38]. 

II. Another important feature is predictive maintenance. By analyzing sensor data and historical performance, 

IoT-enabled vehicles can predict when parts will likely fail and alert drivers to schedule maintenance before 

a breakdown occurs. This can help prevent costly repairs and keep vehicles running smoothly. 

III. IoT-enabled vehicles also offer enhanced security features. With connectivity to the Internet, vehicles can be 

tracked in real-time, making it easier to recover stolen vehicles. Additionally, features such as remote locking 

and unlocking, geofencing, and immobilization can help prevent theft and unauthorized use of vehicles [39]. 

IV. In terms of convenience, IoT-enabled vehicles offer a range of features that make driving easier and more 

enjoyable. For example, vehicles can be connected to smart home devices, allowing drivers to control their 

home appliances from their cars. In-car entertainment systems can also be connected to the Internet, 

providing access to streaming services, navigation, and other apps. 

V. IoT-enabled vehicles also offer improved communication and connectivity. Vehicles can communicate with 

each other to share information about road conditions, traffic, and accidents, helping to improve safety and 

efficiency on the roads. Additionally, vehicles can connect to smart city infrastructure, such as traffic lights 

and parking meters, to optimize traffic flow and availability [40]. 

VI. IoT-enabled smart vehicles offer a wide range of features that can improve safety, efficiency, and convenience 

for drivers. From real-time monitoring and diagnostics to predictive maintenance, enhanced security, and 

improved communication, IoT-enabled vehicles are transforming the way we drive.  

7|Maintenance Alerts in IoT-Enabled Smart Vehicles 

Maintenance alerts in IoT-enabled smart vehicles are crucial for ensuring these advanced vehicles' optimal 

performance and safety. These alerts are designed to notify drivers and service technicians about potential 

issues with the vehicle that require attention. Maintenance alerts in IoT-enabled smart vehicles can be defined 

as notifications generated by the vehicle's onboard sensors and systems to alert the driver or service technician 

about potential maintenance issues [41]. These alerts are typically sent to the driver's smartphone or displayed 
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  on the vehicle's dashboard, providing real-time information about the vehicle's health and performance. The 

operation principles of maintenance alerts in IoT-enabled smart vehicles are based on continuously 

monitoring the vehicle's systems and components using sensors and connected devices. These sensors collect 

data on parameters such as engine temperature, oil level, tire pressure, and battery health [42]. This data is 

then analyzed by the vehicle's onboard computer system, which uses algorithms to detect any abnormalities 

or potential issues. When a problem is detected, a maintenance alert is generated and sent to the driver or 

service technician. The functions of maintenance alerts in IoT-enabled smart vehicles are multifaceted. Firstly, 

these alerts help drivers to proactively address maintenance issues before they escalate into more serious 

problems.  

By receiving timely notifications about low tire pressure or engine malfunctions, drivers can take the necessary 

actions to prevent breakdowns and accidents. Secondly, maintenance alerts also help service technicians to 

diagnose and repair issues more efficiently. By providing detailed information about the nature and location 

of the problem, these alerts enable technicians to quickly identify the root cause and take appropriate measures 

to fix it. 

8|Telematics Systems in IoT-Enabled Smart Vehicles 

Telematics systems in IoT-enabled smart vehicles are revolutionizing how we interact with our cars and the 

world around us. These systems combine telecommunications and informatics to provide a wide range of 

functions and services that enhance the driving experience and improve safety on the road. Telematics 

systems are integrated into telecommunications and informatics technologies to provide real-time data and 

information about a vehicle's performance, location and condition [43]. These systems use sensors, GPS 

technology, and wireless communication to collect and transmit data to a central server or cloud-based 

platform, which can be analyzed and used to improve vehicle performance, monitor driver behavior, and 

provide valuable insights for fleet management and insurance purposes. The operation principles of telematics 

systems in smart vehicles are based on collecting, transmitting, and analyzing data from various sensors and 

devices installed in the vehicle. These sensors can monitor multiple parameters, such as engine performance, 

fuel consumption, tire pressure, and driver behavior, and transmit this data wirelessly to a central server or 

cloud-based platform [44].  

The data is then analyzed using advanced algorithms to provide real-time insights and alerts to drivers, fleet 

managers, and other stakeholders. The functions of telematics systems in smart vehicles are diverse. They can 

include vehicle tracking and location services, remote diagnostics and maintenance alerts, driver behavior 

monitoring and coaching, and emergency and roadside assistance services. These functions can help improve 

fuel efficiency, reduce maintenance costs, enhance driver safety, and provide valuable data for insurance 

companies and fleet managers to optimize their operations. 

9|ADAS in IoT-Enabled Smart Vehicles 

ADAS are a crucial component of IoT-enabled smart vehicles, providing drivers with enhanced safety and 

convenience features. These systems utilize a combination of sensors, cameras, and AI to assist drivers in 

various aspects of driving, such as lane-keeping, collision avoidance, and parking assistance. ADAS can be 

defined as a set of technologies that assist drivers in the driving process, with the ultimate goal of improving 

safety and reducing accidents on the road [21]. These systems are designed to provide real-time feedback and 

alerts to drivers, helping them make better decisions and avoid potential hazards. ADAS can include adaptive 

cruise control, lane departure warning, automatic emergency braking, and blind spot detection. The operation 

principles of ADAS are based on integrating various sensors and cameras that continuously monitor the 

vehicle's surroundings.  

These sensors collect data on the vehicle's speed, position, and proximity to other vehicles and obstacles, 

while the cameras provide visual information on the road conditions. This data is then processed by the 

system's onboard computer, which uses AI algorithms to analyze the information and provide feedback to 
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the driver [45]. The functions of ADAS in IoT-enabled smart vehicles are diverse and can greatly enhance 

the driving experience. One of the key functions of ADAS is collision avoidance, which uses sensors to detect 

potential collisions and automatically apply the brakes or steer the vehicle away from danger. Another 

important function is lane-keeping assistance, which helps drivers stay in their lane by providing alerts and 

gentle steering corrections. ADAS can also assist with parking by providing visual and auditory cues to help 

drivers navigate tight spaces [46]. ADAS with IoT-enabled features in smart vehicles is presented in Fig 1. 

Fig. 1. ADAS with IoT-enabled features in smart vehicles [47]. 

 

10|Connected Infotainment Systems in IoT-Enabled Smart Vehicles 

Connected infotainment systems in IoT-enabled smart vehicles are becoming increasingly popular in the 

automotive industry. These systems provide a wide range of features and functions that enhance the driver's 

and passengers' driving experience [48]. Connected infotainment systems can be defined as integrated 

multimedia systems that provide entertainment, information, and communication services to vehicle 

occupants. These systems typically include features such as navigation, music streaming, hands-free calling, 

and internet connectivity. They are designed to enhance the overall driving experience by providing access to 

a wide range of services and content. The operation principles of connected infotainment systems are based 

on integrating various technologies such as GPS, Bluetooth, Wi-Fi, and cellular connectivity. These 

technologies allow the system to communicate with external sources such as smartphones, cloud services, 

and other vehicles [49]. By leveraging these technologies, connected infotainment systems can provide real-

time information, entertainment, and communication services to vehicle occupants.  

The functions of connected infotainment systems in IoT-enabled smart vehicles are diverse and multifaceted. 

One of the key functions of these systems is navigation, which allows drivers to access real-time traffic 

information, route guidance, and points of interest. This helps drivers to navigate efficiently and safely to 

their destination. Another important function is music streaming, which allows passengers to listen to their 

favorite music or podcasts while on the road. Additionally, connected infotainment systems can provide 

hands-free calling and messaging services, allowing drivers to stay connected while keeping their hands on 

the wheel [50]. 

11|Remote Diagnostics in IoT-Enabled Smart Vehicles 

Remote diagnostics in IoT-enabled smart vehicles refer to the ability to monitor and diagnose vehicle issues 

from a remote location using IoT technology. This technology allows for real-time monitoring of vehicle 

performance and health, enabling timely maintenance and repairs to be conducted before major issues arise 

[51]. The operation principles of remote diagnostics in smart vehicles involve installing sensors and 

connectivity devices to collect data on various parameters such as engine performance, fuel efficiency, and 

tire pressure. This data is then transmitted to a central server or cloud-based platform, which is analyzed using 
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  algorithms to detect any anomalies or potential issues. Alerts are then sent to the vehicle owner or service 

provider, enabling them to take appropriate action. The functions of remote diagnostics in smart vehicles 

include proactive maintenance, predictive analysis, and remote troubleshooting (Mnyakin, 2023). Proactive 

maintenance involves monitoring vehicle performance and scheduling maintenance tasks based on actual 

usage rather than fixed intervals. Predictive analysis uses historical data and machine learning algorithms to 

predict potential failures before they occur, allowing for preventive measures to be taken. Remote 

troubleshooting enables service technicians to diagnose and fix issues remotely, reducing the need for physical 

inspections and minimizing downtime [52].  

Overall, remote diagnostics in IoT-enabled smart vehicles offer numerous benefits, such as improved vehicle 

reliability, reduced maintenance costs, and enhanced safety. By leveraging IoT technology, vehicle owners 

and service providers can ensure optimal performance and longevity of their vehicles. 

12|Vehicle-to-Vehicle Communication IoT-Enabled Smart Vehicles 

V2V communication systems enable vehicles to exchange data with each other using wireless communication 

technologies. These systems use Dedicated Short-Range Communication (DSRC) or cellular networks to 

transmit and receive data between vehicles. V2V communication systems can provide a wide range of benefits, 

including improved road safety, reduced traffic congestion, and enhanced driver convenience [53]. V2V 

communication systems are defined as a technology that allows vehicles to communicate with each other in 

real-time, sharing information such as speed, location, and road conditions. These systems use wireless 

communication technologies to enable vehicles to exchange data and coordinate their movements on the 

road. V2V communication systems are a key component of IoT-enabled smart vehicles, allowing them to 

communicate with other vehicles, infrastructure, and cloud-based services [54]. The operation principles of 

V2V communication systems are based on data exchange between vehicles using wireless communication 

technologies. These systems use DSRC or cellular networks to transmit and receive data between vehicles, 

enabling them to share information such as speed, location, and road conditions. V2V communication 

systems use advanced algorithms and protocols to ensure reliable and secure communication between 

vehicles, allowing them to coordinate their movements and avoid collisions on the road [55]. The features of 

IoT communication systems in smart vehicles are shown in Fig. 2. 

Fig. 2. IoT communication systems features in smart vehicles [56]. 

 

The functions of V2V communication systems in IoT-enabled smart vehicles are diverse and include: 

I. Collision avoidance: V2V communication systems can alert drivers to potential collisions with other vehicles, 

pedestrians, or obstacles on the road, helping to prevent accidents and improve road safety [57]. 

II. Traffic management: V2V communication systems can provide drivers with real-time traffic information, 

helping them avoid congestion and choose the most efficient routes [58]. 
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III. Emergency services: V2V communication systems can automatically alert emergency services in the event of 

an accident, providing them with important information such as the location and severity of the crash [58]. 

IV. Vehicle-to-infrastructure communication: V2V communication systems can also communicate with roadside 

infrastructure, such as traffic lights and road signs, to improve traffic flow and enhance driver safety [59]. 

V2V communication systems provide a wide range of benefits, including improved road safety, reduced traffic 

congestion, and enhanced driver convenience. By understanding the principles of V2V communication 

systems, one can see that their importance in developing smart and connected vehicles can be highly 

appreciated. 

13|DSRC in IoT-Enabled Smart Vehicles 

DSRC is a wireless communication technology that enables vehicles to communicate with each other and 

with roadside infrastructure to improve road safety and efficiency [60]. In the context of IoT-enabled smart 

vehicles, DSRC plays a crucial role in enabling vehicles to exchange information in real time, allowing for 

better decision-making and coordination on the road. DSRC operates on the 5.9 GHz frequency band and 

uses a combination of wireless communication protocols to facilitate communication between vehicles and 

infrastructure. The technology allows vehicles to broadcast their speed, position, and other relevant 

information to nearby vehicles, enabling them to anticipate potential hazards and take appropriate action to 

avoid accidents [61]. In addition, DSRC can also be used to communicate with roadside infrastructure, such 

as traffic lights and road signs, to provide drivers with real-time information about road conditions and traffic 

patterns [62]. The operation principles of DSRC are based on the concept of V2V and Vehicle-to-

Infrastructure (V2I) communication. V2V communication allows vehicles to exchange information, such as 

speed, position, and heading, to detect potential collisions and coordinate their movements. V2I 

communication, on the other hand, enables vehicles to communicate with roadside infrastructure to receive 

information about traffic conditions, road closures, and other relevant data.  

The functions of DSRC in IoT-enabled smart vehicles are manifold. Firstly, DSRC enables vehicles to 

communicate with each other and infrastructure in real-time, allowing for improved situational awareness and 

decision-making on the road. This can help reduce accidents and improve overall road safety [63]. Secondly, 

DSRC can be used to enable ADAS in smart vehicles, such as collision avoidance systems and adaptive cruise 

control, which rely on real-time communication between vehicles to operate effectively. Finally, DSRC can 

also be used to enable new applications and services in smart vehicles, such as traffic management systems 

and vehicle-to-grid communication, which can help improve transportation systems' efficiency and 

sustainability [64]. Fig. 3 illustrates the principles of DSRC. 

Fig. 3. DSRC [65]. 
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14|V2I Communication Systems in IoT-Enabled Smart Vehicles 

V2I communication is a key component of the IoT-enabled smart vehicles. These systems enable vehicles to 

exchange information with infrastructure in real time. This information can include traffic conditions, road 

hazards, and other relevant data that can help drivers make informed decisions while on the road [66]. V2I 

communication systems can help reduce traffic congestion, improve road safety, and enhance overall 

transportation efficiency by connecting vehicles to infrastructure. V2I communication systems are a type of 

communication technology that allows vehicles to communicate with infrastructure such as traffic lights, road 

signs, and other vehicles. These systems use wireless technologies such as Wi-Fi, cellular networks, and DSRC 

to exchange real-time data between vehicles and infrastructure. The operation of V2I communication systems 

is based on the principles of wireless communication and data exchange [67]. Vehicles equipped with V2I 

communication technology can send and receive data to and from infrastructure using wireless 

communication protocols. This data can include information about traffic conditions, road hazards, and other 

relevant information that can help improve driving safety and efficiency. The main functions of V2I 

communication systems in IoT-enabled smart vehicles include: 

I. Traffic management: As shown in Fig. 4, V2I communication systems can manage traffic flow by 

providing real-time information about traffic conditions, road closures, and other relevant data to 

drivers [68]. 

Fig. 4. Traffic management V2I communication [69]. 

II. Road safety: V2I communication systems can help improve road safety by alerting drivers to potential 

hazards such as accidents, road construction, and adverse weather conditions [70]. 

III. Vehicle efficiency: V2I communication systems can help improve vehicle efficiency by providing information 

about optimal routes, traffic patterns, and other data to help drivers save time and fuel [71]. 

V2I communication systems can help improve traffic management, road safety, and overall driving efficiency 

by leveraging wireless communication technologies. As the automotive industry continues to embrace IoT 

technologies, V2I communication systems will play an increasingly important role in shaping the future of 

transportation. 

15|Sensors in IoT-Enabled Smart Vehicles  

IoT-enabled smart vehicles are equipped with a wide range of sensors that collect and transmit data to 

improve safety, efficiency, and overall driving experience. Sensors in IoT-enabled smart vehicles are devices 

that detect changes in the vehicle's environment and convert them into electrical signals. These sensors are 

integrated into various vehicle components, such as the engine, brakes, steering system, and even the driver's 

seat. They can measure a wide range of parameters, including temperature, pressure, speed, proximity, and 

more [72]. The operation principles of sensors in IoT-enabled smart vehicles vary depending on their type 
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and function. However, most sensors work on the principle of detecting a physical change in the environment 

and converting it into an electrical signal. For example, a temperature sensor detects temperature changes and 

sends a signal to the vehicle's onboard computer, which adjusts the climate control system accordingly. The 

functions of sensors in IoT-enabled smart vehicles are diverse and crucial for the overall performance and 

safety of the vehicle. Some of the key functions of sensors include: 

I. Collision detection: sensors such as radar and lidar are used to detect obstacles and other vehicles on the road, 

helping to prevent accidents [73]. Fig. 5 shows the schematics of the collision detection circuit, while Fig. 6 

illustrates the principles of collision detection sensors. 

Fig. 5. Schematic of collision detection circuit [74]. 

Fig. 6. Collision detection sensors [75]. 

II. Adaptive cruise control: sensors monitor the distance between the vehicle and the vehicle in front, adjusting 

the speed accordingly to maintain a safe following distance [76]. 

III. Lane departure warning: sensors detect when the vehicle drifts out of its lane and alert the driver to take 

corrective action. 

IV. Tire pressure monitoring: sensors monitor the air pressure in the tires and alert the driver if it falls below a 

safe level [77]. A pictorial view of tire pressure monitoring sensors is presented in Fig. 7. 
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Fig. 7. Tire pressure monitoring sensors [78]. 

 

V. Parking assistance: sensors help drivers navigate tight parking spaces by detecting obstacles and providing 

guidance on parking. 

Sensors play a crucial role in IoT-enabled smart vehicles by collecting and transmitting data to improve safety, 

efficiency, and overall driving experience. Understanding the description, definition, operation principles, and 

functions of sensors is essential for developing and implementing advanced automotive technologies.  

16|Interaction of IoT-Enabled Smart Vehicles with Road 

Navigation Systems 

IoT-Enabled smart vehicles have revolutionized the way we navigate roads and highways. These vehicles are 

equipped with advanced technologies to interface with road navigation systems, providing drivers with real-

time information and guidance to reach their destinations efficiently and safely [79]. One of the key features 

of IoT-enabled smart vehicles is their ability to connect to the Internet and access real-time traffic data. This 

data is collected from various sources, such as traffic cameras, sensors embedded in the road, and other 

vehicles. By analyzing this data, smart vehicles can determine the best route to avoid traffic congestion and 

accidents. This saves drivers time and reduces fuel consumption and emissions, contributing to a more 

sustainable transportation system. In addition to real-time traffic data, IoT-enabled smart vehicles can 

interface with GPS navigation systems to provide turn-by-turn directions to drivers [80]. These directions are 

based on the vehicle's location, destination, and traffic conditions, ensuring drivers stay on the optimal route. 

Furthermore, smart vehicles can also communicate with each other to share information about road 

conditions, such as accidents, construction zones, and weather hazards. This collaborative approach to 

navigation helps drivers make informed decisions and stay safe on the road. Despite the numerous benefits 

of IoT-enabled smart vehicles, some challenges need to be addressed. One of the main concerns is the security 

and privacy of the data collected by these vehicles.  

As smart vehicles become more connected, they are vulnerable to cyber-attacks and hacking attempts. 

Manufacturers and developers must implement robust security measures to protect the data and ensure the 

safety of drivers and passengers [81]. Another challenge is the interoperability of different IoT devices and 

road navigation systems. As smart vehicles interface with various road navigation systems, there is a need for 

standardization and compatibility to ensure seamless communication. This requires collaboration between 

manufacturers, government agencies, and other stakeholders to establish common protocols and standards 

for IoT-enabled smart vehicles. Fig. 8 illustrates the interaction between IoT-enabled smart vehicles and road 

navigation systems. 
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Fig. 8. Interaction of IoT-enabled smart vehicles with road navigation systems [82]. 

 

17|Enhancement of Ride Comfortability in IoT-Enabled Smart 

Vehicles 

One of the key benefits of IoT-enabled smart vehicles is the enhanced ride comfortability they provide to 

passengers. By leveraging IoT sensors and connectivity, these vehicles can collect and analyze real-time data 

to optimize various aspects of the ride experience, such as temperature control, seat adjustments, and 

entertainment options. IoT-enabled smart vehicles can enhance ride comfortability through the following 

ways: 

I. One of how IoT-enabled smart vehicles enhance ride comfortability is through personalized climate control. 

By monitoring the ambient temperature inside the vehicle and the preferences of individual passengers, IoT 

sensors can automatically adjust the climate settings to ensure optimal comfort for everyone on board. This 

improves the overall ride experience but also helps to reduce energy consumption by avoiding unnecessary 

heating or cooling [83]. 

II. In addition to climate control, IoT-enabled smart vehicles also offer advanced seat adjustment features that 

cater to the unique needs of passengers. By collecting data on factors such as body posture, weight 

distribution, and seating preferences, these vehicles can automatically adjust the seats to provide optimal 

support and comfort. This not only helps to prevent discomfort and fatigue during long journeys but also 

reduces the risk of musculoskeletal injuries [84]. 

III. Furthermore, IoT-enabled smart vehicles are equipped with entertainment systems seamlessly integrated with 

passengers' devices. By leveraging IoT connectivity, these vehicles can provide a wide range of entertainment 

options, such as streaming music, movies, and games, to keep passengers entertained and engaged 

throughout the journey. This not only enhances the overall ride experience but also helps to alleviate 

boredom and reduce stress [85]. 

IV. IoT-enabled smart vehicles have significantly improved ride comfortability by leveraging real-time data and 

connectivity to optimize various aspects of the ride experience. From personalized climate control to 

advanced seat adjustments and entertainment options, these vehicles offer a level of comfort and 

convenience that was previously unimaginable. As IoT technology continues to evolve, more innovative 

features and enhancements that will further enhance the ride comfortability of smart vehicles are expected. 

18|Challenges Associated With Implementing IoT-Enabled Smart 

Vehicles  

The implementation of IoT-enabled smart vehicles for road navigation and ride comfortability presents the 

following challenges that must be addressed in order to ensure successful deployment: 
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  I. Connectivity issues: one of the primary challenges in implementing IoT-enabled smart vehicles is ensuring 

seamless connectivity between the vehicle and the IoT network. This requires robust communication 

protocols and reliable network infrastructure for real-time data transmission [86]. 

II. Data security: with the increase in data collected and transmitted by IoT-enabled smart vehicles, ensuring 

data security and privacy has become a critical challenge. Protecting sensitive information from cyber threats 

and unauthorized access is essential to maintaining the system's integrity [87]. 

III. Integration with existing infrastructure: integrating IoT-enabled smart vehicles with existing road 

infrastructure and navigation systems poses a significant challenge. Compatibility and interoperability must 

be addressed to ensure seamless communication and coordination between vehicles and infrastructure [88]. 

IV. Power consumption: IoT-enabled smart vehicles rely on various sensors and devices that consume significant 

amounts of power. Managing power consumption and ensuring efficient energy usage is essential to prolong 

the vehicle's battery life and maintain optimal performance [89]. 

V. Regulatory compliance: deploying IoT-enabled smart vehicles for road navigation and ride comfortability is 

subject to various regulatory requirements and standards. Ensuring compliance with legal and regulatory 

frameworks is essential to avoid potential legal issues and liabilities. 

VI. User acceptance: despite the potential benefits of IoT-enabled smart vehicles, user acceptance and adoption 

remain a key challenge. Educating users about the capabilities and benefits of smart vehicles, addressing 

concerns about privacy and security, and providing user-friendly interfaces are essential to promote 

widespread adoption [90]. 

Implementing IoT-enabled smart vehicles for road navigation and ride comfortability presents a number of 

challenges that must be addressed to ensure successful deployment. Stakeholders can overcome these 

challenges by addressing connectivity issues, data security, integration with existing infrastructure, power 

consumption, regulatory compliance, and user acceptance. 

19|Conclusion 

This study has shown that IoT-enabled smart vehicles offer advanced navigation systems that provide real-

time traffic updates, route optimization, and predictive maintenance alerts. Additionally, these vehicles are 

equipped with sensors and actuators that enhance ride comfortability by adjusting suspension systems, seat 

positions, and climate control settings based on the preferences of the driver and passengers. Furthermore, 

the use of IoT technology in smart vehicles has the potential to improve road safety by enabling V2V 

communication and autonomous driving capabilities. This can reduce the likelihood of accidents and traffic 

congestion, ultimately leading to a more efficient and sustainable transportation system. The findings from 

this study highlight the significant benefits of integrating IoT technology in contemporary vehicle 

applications. The advanced features and capabilities of smart vehicles have the potential to enhance the overall 

driving experience, improve road safety, and contribute to a more sustainable transportation system. As IoT 

technology and smart vehicle development continue to advance, researchers, policymakers, and industry 

stakeholders need to collaborate and address challenges such as data privacy, cybersecurity, and infrastructure 

compatibility. By working together, the full potential of IoT-enabled smart vehicles can be unlocked, and a 

future where road navigation is seamless and ride comfortability is optimized for all passengers can be 

achieved. Based on the findings from this study, the following key recommendations are suggested to enhance 

the effectiveness and efficiency of smart vehicles in providing a seamless driving experience for users: 

I. Automotive manufacturers need to invest in further research and development to improve the integration 

of IoT technology in vehicles. This includes the development of advanced sensors, communication systems, 

and data analytics capabilities to enable real-time monitoring and control of vehicle functions. By leveraging 

IoT technology, smart vehicles can provide accurate navigation guidance, optimize fuel efficiency, and 

enhance overall ride comfort for passengers. 
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II. Additionally, collaboration between automotive manufacturers, technology companies, and government 

agencies is essential to establish industry standards and regulations for deploying IoT-enabled smart vehicles. 

This will ensure interoperability and compatibility between different vehicle systems and address potential 

security and privacy concerns associated with collecting and sharing vehicle data. 

III. Furthermore, continuous testing and validation of IoT-enabled smart vehicles in real-world driving 

conditions are necessary to identify and address any potential issues or limitations. This will help improve 

the reliability and performance of smart vehicle systems and ensure users' safety and satisfaction. 

IoT technology in smart vehicles has the potential to revolutionize the automotive industry and enhance the 

driving experience for users. By following these recommendations based on the findings from this study, 

automotive manufacturers can effectively leverage IoT technology to improve road navigation and ride 

comfortability in contemporary vehicle applications. Stakeholders must work together to drive innovation 

and ensure the successful implementation of IoT-enabled smart vehicles in the future. 
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